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Abstract—A frequency domain (FD) time-reversal (TR) pre-
coder is proposed to perform physical layer security (PLS)
in single-input single-output (SISO) system using orthogonal
frequency-division multiplexing (OFDM). To maximize the se-
crecy of the communication, the design of an artificial noise
(AN) signal well-suited to the proposed FD TR-based OFDM
SISO system is derived. This new scheme guarantees the secrecy
of a communication toward a legitimate user when the channel
state information (CSI) of a potential eavesdropper is not known.
In particular, we derive an AN signal that does not corrupt
the data transmission to the legitimate receiver but degrades
the decoding performance of the eavesdropper. A closed-form
approximation of the AN energy to inject is defined in order to
maximize the secrecy rate (SR) of the communication. Simulation
results are presented to demonstrate the security performance of
the proposed secure FD TR SISO OFDM system.

Index Terms—Physical layer security, time-reversal, eavesdrop-
per, SISO-OFDM, artificial noise, secrecy rate, security.

I. INTRODUCTION

Due to their broadcast nature, wireless communications
remain unsecured. With the deployment of 5G as an het-
erogeneous network possibly involving different access tech-
nologies, physical layer security (PLS) has gained recent
interests in order to secure wireless communications, [1]-[3].
PLS classically takes benefit of the characteristics of wireless
channels, such as multipath fading, to improve security of
communications against potential eavesdroppers. A secure
communication can exist as soon as the eavesdropper channel
is degraded with respect to the legitimate user one, [4]. This
can be achieved by increasing the signal-to-interference-plus-
noise ratio (SINR) at the intended position and decreasing the
SINR at the unintended position if its channel state information
(CSI) is known, and/or, by adding an artificial noise (AN)
signal that lies in the null space of the legitimate receiver’s
channel. While many works implement these schemes using
multiple antennas at the transmitter, only few ones intend to
do so with single-input single-output (SISO) systems [S]-[9].

In [5], a technique is proposed that combines a symbol
waveform optimisation in time-domain (TD) to reach a desired
SINR at the legitimate receiver and an AN injection using

This work was supported by the ANR GEOHYPE project, grant ANR-16-
CE25-0003 of the French Agence Nationale de la Recherche and was also
carried out in the framework of COST Action CA15104 IRACON.

the remaining available power at the transmitter when eaves-
dropper’s CSI is not known. Another approach to increase
the SINR in SISO systems is time reversal (TR). This has
the advantage to be implemented with a simple precoder at
the transmitter. TR achieves a gain at the intended receiver
position only, thereby naturally offering a possibility of secure
communication, [10]. TR is achieved by up/downsampling the
signal in the TD. It as been shown in [6] that TR can be
equivalently achieved in frequency domain (FD) by replicating
and shifting the signal spectrum. FD implementation has the
advantage to be easily performed using orthogonal frequency-
division multiplexing (OFDM). To further enhance the secrecy,
few works combine TD TR precoding with AN injection [7]-
[9]. In these works, the AN is added either on all the channel
taps or on a set of selected taps. While the condition for
AN generation is given, its derivation is however not detailed.
Furthermore, the impact of the back-off rate (BOR), defined
as the up/downsampling rate [11], has not been yet studied in
the literature.

An approach to establish secure communication using a FD
TR precoder in SISO OFDM systems is proposed. An AN
signal is designed to maximize the secrecy rate (SR) of the
communication in presence of a passive eavesdropper whose
CSI is supposed unknown. The proposed scheme uses only
frequency diversity inherently present in multipath environ-
ments to achieve security. It can therefore be used in SISO
systems and is then well-suited for resource-limited nodes
such as encountered in Internet-Of-Things (IoT) for instance.
Indeed, MIMO capabilities require several antennas and as
many transceivers and ADC/DAC, which might not fit into
small-size sensors and could be too power-consuming for such
IoT scenarios. Furthermore, the OFDM implementation makes
this approach compatible with LTE and 5G systems.

The reminder of this paper is organized as follows: the
conventional FD TR-based OFDM system is presented in
Section II as well as the way to design and inject the AN. In
Section III, a closed-form approximation of the amount of AN
energy to be injected in order to maximize the SR is derived.
Theoretical and numerical results are shown in Section IV.
Section V concludes the paper.

Notation: the underlined upper-case letter denotes a column
vector. Double-underlined upper-case letter corresponds to a
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Fig. 1. Conventional FD TR SISO OFDM system

matrix; [ is the N x N identity matrix; O7L O OF

are respectlvely the inverse, the complex conjugate, and the
Hermitian transpose operators; [E is expectation operator; !
is the factorial of a positive integer x.

II. SYSTEM MODEL
A. Conventional FD TR SISO OFDM communication

The FD TR precoding scheme is illustrated in Fig. 1. The
communication is designed such that the data focuses at the
legitimate receiver’s position, i.e., at Bob. An eavesdropper,
Eve, tries to intercept the data. We assume that the transmitter
Alice does not have any information about Eve’s CSI. The data
is conveyed onto OFDM symbols with @) subcarriers. Without
loss of generality, we consider that only one OFDM block X
is sent over the FD TR precoding SISO OFDM system. A data
block X is composed of N symbols X,, (forn =0,...,N—1,
with N < @). The symbol X, is assumed to be a zero-mean
random variable with variance E [|Xn|2} = 0% =1 (e,
a normalized constellation is considered). The data block X
is then spread with a factor U = @Q/N, called back-of rate
(BOR), via the matrix S of size ) x N. The matrix S stacks U
times N x N diagonal matrices, with diagonal elements taken
from the set {41} and being identically and independently
distributed in order not to increase the peak-to-average-power
ratio (PAPR) as suggested in [12]. This matrix is normalized
by a factor VU in order to have §H S=1 N

+1 0 ... 0
0 +1 ... 0
X 0 0 +1
S=—". (1)
= VU
VU +1 0 0
0 +1 0
0 0 +1

As stated in [6], the idea behind the spreading is that up-
sampling a signal in the TD is equivalent to the repetition
and shifting of its spectrum in the FD. In doing so, each data
symbol will be transmitted onto U different subcarriers with
a spacing of N subcarriers, introducing frequency diversity.

The spread sequence is then precoded before being transmit-
ted. This requires the knowledge of Bob channel frequency
response (CFR) at Alice. The channels between Alice and
Bob (H ) and between Alice and Eve (H ) are assumed
to be statlc during the transmission of one OFDM symbol.
H, and H_ are @ x @ diagonal matrices whose elements
are Hg 4 and Hg, (for ¢ =0,...,Q — 1) and follow a zero-
mean unit-variance normal distribution. The precoding matrix
H * is also a diagonal matrix with elements Hj . At the
recelver a despreading operation is performed by applylng
SH. We consider that Bob and Eve decoding abilities are
identical. They both know the spreading sequence and apply
a Zero Forcing (ZF) equalization. A perfect synchronization
is assumed at Bob and Eve positions.

1) Received sequence at the intended position: After de-
spreading, the received sequence at Bob is:

Yy =5" ‘QB‘zéleiHKB 2

where Vy is the FD complex additive white Gau531an
noise (AWGN). The noise’s auto-correlation is E[|Vg, n| ] =

oyp and the covariance matrix is E[(SHVg).(SH V) H] =
0\2,3 L. We also assume that the signal X,, and noise Vj,, are
independent of each other. In (2), each transmitted symbol is
affected by a real gain at the position of the legitimate receiver
since the product H_ H* is a real diagonal matrix. The gains
differ between each symbol in the OFDM block but increases
with an increase of the BOR value as each symbol would
be sent on more subcarriers and would benefit from a larger
frequency diversity gain. If we consider a fixed bandwidth,
the TR focusing effect is enhanced for higher BOR’s at the
expense of the data rate. After ZF equalization, we obtain:

5= (57 ['s) (8], sx 4570 0

From (3), we observe that the transmit data is perfectly
recovered in the absence of noise.

2) Received sequence at the unintended position: After
despreading, the data received at the unintended position is
given by:

Yp=S"H H:S X+S5"Vy )

where Vi is the complex AWGN. The noise’s auto-
correlation is E[| Vg, n\ | = O’VE and the covariance matrix is

E[(S"V).(S"V)H] = oeg I, In(4),H H; is a complex
diagonal matrix, and each transmitted symbol is affected by a
random complex coefficient. The magnitude of this coefficient
does not depend on the BOR value. It results in an absence of
TR gain at the unintended position. As a consequence, worse
decoding performance is obtained compared to the intended
position. Eve needs lower noise power than Bob to reach the
same bit-error-rate (BER). After ZF equalization one obtains:

o= (8"H,H;S) (STHHLS X 1 57V,
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Fig. 2. FD TR SISO OFDM system with added Artificial Noise

Equation (5) shows that in the classical FD TR SISO OFDM
communication scheme, the data could potentially be recov-
ered at Eve’s position. A similar BER could be obtained at
Eve if she is close to Alice than Bob is and/or if the noise
power is less than Bob’s one. This motivates the addition of
AN in order to corrupt the data detection at any unintended
positions and to secure the communication.

B. FD TR SISO OFDM communication with Artificial Noise

In order to further secure the communication between Alice
and Bob, an AN signal W is added after precoding to the
useful signal X _ at the transmitter side, as depicted in Fig.2.
The AN should not have any impact at Bob’s position but
should be seen as interference everywhere else since Alice
does not have any information about Eve’s CSI. Furthermore,
this signal should not be guessed at the unintended positions to
ensure the secure communication. With these considerations,
the transmitted sequence becomes:

XTR=ﬂ£;§X+v1—aW (6)
where « € [0, 1] defines the ratio of the total power dedicated

2
to the useful signal, knowing that E UH;S K’ ] =E [|E|2}

Whatever the value of «, the total transmitted power remains
constant.

1) AN design: In order not to have any impact at the
intended position, the AN signal must satisfy the following
condition:

STHW =

fan)

)

where 0 is the null vector of dimension N x 1. From (7), the
following system must be solved:

+1 0 ... 0 +1 0 ... 0 Hg ) Wo 0
0 #£1 ... 0 ... 0 %1 ... 0 Hg Wi 0
o} . = .
0o 0 ... #1 0 0 ... £1/ \Hpo- Wo-1 0
N xQ Qx1 Qx1 Nx1
®)

where “®” represents the element-wise (Hadamard) product.
Equation (8) is a set of [NV equations with () unknowns. Since
Q = NU, as soon as U > 2, (8) becomes under-determined
and the AN vector can be generated from a set of infinite
poss1b1ht1es Let us define S¥ = [S S S ], where ﬁi

is the i diagonal matrix of éH of size N X N . We define as

Si, as the p" diagonal element of S,. If we denote the it
diagonal element of g as H;, (8) becomes:

Z Sz ()HZNWZN = 0

i=0

1

> SiiHiniyiWing =0

i=0 9
U—1

> Sin-iHinyn-1Wingn—1 = 0

i=0

In (9), each equation consists in a sum of U elements, with the
channel components and the spreading sequence being known.
The idea is to generate U — 1 components of the AN vector
in every equations of (9) as normal random variables, and to
determine the last AN components that ensures (7) as follow:
U—2

> SioHinWin
. i=0
WQ*N - Sv—1,0Hg-N

U—2
> SiiHint1Wing1
i=0

Sv—1,1Hg-nN+1

(10)

U-—2
> SiN-1HinyN-1WiNt+N-1

WQfl _  _i=0

Sv—1,N—1Hqg-1

2) Received sequence at the intended position: After de-
spreading, the received sequence at Bob is:

2
Yy =vas"|H [ SX + 57, (11)

Again, each transmitted symbol is affected by a real gain
depending on the BOR value and weighted by y/«.. One can
observe that no AN contribution is present in (11) since (7) is
respected. A ZF equalization is performed at the receiver:

sy = (vas|m,['s) " (vas|m,[sx + 5v,) (2)

From (12), a perfect data recovery is possible in the absence
of noise.

3) Received sequence at the unintended position: After
despreading, the received sequence at the unintended position
is given by:

Ye=vaS"H H!S X + Vi—aS"HW + "V, (13)
In (13), a term depending on the AN signal appears since
st H W # 0. This term introduces an interference at Eve and
thus s scrambles the received constellation even in a noiseless
environment. After ZF equalization, the estimated symbols are:

H *
X; = (Va S"H H;5)
(Vas"HH,SX + Vi—asS"HW + 5"V,)
Equation (14) shows that the addition of AN in the FD TR
SISO OFDM communication can secure the data transmission.

It is to be noted that since W is generated from an infinite
set of possibilities, even if Eve happens to know H, she

-1

(14)



cannot estimate the AN to try retrieving the data. The degree
of security will depend on the amount of AN energy that is
injected into the communication, as shown in Section III.

III. PERFORMANCE ASSESSMENT

The secrecy rate (SR) is defined as the maximum transmis-
sion rate that can be supported by the legitimate receiver’s
channel while ensuring the impossibility for the eavesdropper
to retrieve the data, [13]. In the ergodic sense, it can be
expressed as:

Cs =E[logy (1 +75) —logy (1 +7&)]
<logy (1+E[yB]) —logy (1 + E[v&])

>
YB > YE (15)

with vp and g being respectively the signal-to-interference-
plus-noise Ratio (SINR) at Bob and Eve’s positions. The
inequality in (15) arises from the Jensen’s inequality.

A. SINR determination

1) At the intended position: At Bob, the received signal af-
ter despreading is given by (11). Using the Jensen’s inequality,
a lower bound on the average SINR can be derived for the
transmitted symbols n as:

oK, Xl ) 1
EvBn] =E | ————— =ozIE[|K X,I}]E —_—
" Vil e Vil
oE [|Kn X,ﬂ oE [|Kn Xn|2]
E [|VB,n|2} o%p
(16)

U-1 2. .
where K,, = % Y izo |Hpntin|" is a real random variable

(RV) independent of the data symbol X,,, and the noise Vg,
is considered independent of K, and X,,. If Hp v (Vi =
0,...,U —2) elements are assumed to be non-correlated', K,
can be approximated as following a chi-square distribution
with U degrees of freedom, so that:

E|IKa| = 722fz(2)d2 - (U; 2 (17)
0

Furthermore, remembering that Ed[| Xnﬂ = 1, the average
SINR for symbols n at the intended position is then given by:

a(U+1)

18
Uodg (18)

E [FYBJL] 2

It was observed in simulations than the upper-bound (18) is
tight enough to be used as an approximation of the averaged
SINR at the intended position.

' Thanks to the design of the spreading matrix, the U subcarriers composing
one symbol are spaced by N = Q/U subcarriers. If this distance is larger than
the coherence bandwidth of the channel, the assumption holds. This usually
occurs in rich multipath environments and for sufficiently large bandwidths
and moderate BOR values.

2) At the unintended position: The received signal after
despreading is (13). Let’s introduce A; = /1 — aﬁHﬂEE
and Ay = \/aﬁHﬂEﬂéﬁ X. Using the Jensen’s inequality,
an approximation of a lower bound of the averaged SINR of
the symbols n at the unintended position can be derived as?:

[Asnl® | 1
E[yEn] =E m ~E [‘AQ,HP} E m
E [|42./7] E [|420/”]

T E[Vea+ Aal]  E[Veal’] +E[J41a]

(19
Assuming Hg n4in (Vi = 0, ..., U—2) elements non-correlated

and neglecting the correlation introduced in W by (10)°, the
AN interference can be calculated as:

B [1A0l] = 02 S B [ ] B [(Hesan]
h v i=0 —,—/ (20)

=1

=(1-a) 0/2\N

where 03y = E {|Wn+iN|2}, and W, 4;n and Hg ;N are
independent.
The energy related to the useful symbol is:

- 2
E [|A2,n\2} = (% E [ [jz;HE,n+iN Hg v ] E [X"?N'Z] 21
= % E DZ"F]

with Z,, = Z?:_Ol Zniand Zy ; = Hg nyin-Hy ,, iy (Where
Hgp+in and Hg, ..\ are assumed to be statistically inde-
pendent and identically distributed (i.i.d.) complex Gaussian
RVs). Z,,, similarly to K,, is the sum of uncorrelated complex
RVs. Introducing R = |Z,,|, we obtain the PDF of R as in
[6]:

alr) = o Koy (20
r)= —1(2r
R T(0) U-1
where N(U) = (U — 1)! = [ 2V~'e"*dz is the Gamma
function of the integer U. In (22), Ky is the U th order modified
Bessel function of the second kind which can be approximated

(22)

(23)

where D specifies the number of expansion terms and
¥(U,1,q) is given by:

(-2 /7 T(2U)T(1/24+1-U) L(,q)

T2 — T2t Y

Y(U,l,q) =

2Neglecting the covariance between |A2,n |2 and !VE,n + Ain |2, as done
in the first line of (19), makes the nature of the bound, i.e., lower or upper,
obtained for E ['YE,n] uncertain. However, we have observed by simulations
that it remains a lower one for all considered scenarios.

3This approximation holds for sufficiently large BOR values since only one
term depends on U — 1 terms in each equation of (10).



where IL(l,q) is the Lah number [14] with the conventions
L(0,0) = 1, L({,0) = 0, L(I,1) = I! VI > 0. Eq. (21)
therefore becomes:

o

o a4l
EDALH\]4,U2/7-IYU>KU,ﬂ2ﬂdr
0

D

da D 7 I li (25)
= (U =1,1,q) [ V2 e 2 (2r)1 U+ g
Uz (U —1)! ;; 7 D/

4 D D
= U2<U770£>l2l+3 ZZ"/’(U -1,5,q) T(g+4)
: q=0 1=0
Consequently, an approximation of the averaged SINR’s lower
bound for transmitted symbols n at the unintended position can
be expressed as:

D D
- W Zq:o Yo (U = 1,1,9)T(q +4)

Ebealz ‘7\2/,15 + (1 - a)oiy

(26)

It has been observed in simulations that (26) remains a lower
bound for vg,, as long as U > 4. Furthermore, it is a tight-
enough bound to be used as an approximation for the secrecy
capacity derivation.

B. Optimal amount of Artificial Noise energy to maximize the
secrecy capacity

With (15), (18) and (26), it is possible to obtain a closed-
form approximation of the SR upper bound and determine the
amount of AN energy to inject that maximizes the SR.

. D D

Introducing A = IP(U%W > =0 21— YU —
1,1,q) T'(¢ +4), the SR is therefore:

a(U+1) 4aA
C, <1 14— —1 14—
R °g2< U, > °g2< oty <1fa>o§N>

< log Uoyp + a(U+1) . ogg + (1-a)oiy
~ER ogg + (1—a)oay + 4ad

27

2
Ucip

Let us denote 71 = oay(U + 1), Tp = o9g(U + 1) —
Uosdgoin + oan(U + 1), Ty = Uolp [0%g + 02y and
Ty = 4AUoc3y — 0yg0oan- After some manipulations, (27)
becomes:

(28)

—a?T; T T:

oy + T3

To maximize the secrecy rate as a function of the parameter
«, we find the zeroes of:

—a®T Ty — 2aT1 T3 + (ToTs — T3Ty)

803 - (aTy + T3)2 (29)
- —a2T) + a1y + T
Oa —anit - In2

After some algebraic manipulations, one obtains:

i\/TfT;;Z + T ToTsTy — Ty T3TE — ThTs
ThTy

oCs __ _
Fa =0 = qopt =

(30)

where only the positive roots are solutions since « € [0, 1].

100
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Fig. 3. BER as a function of the level of noise for different AN energy values,
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Fig. 4. BER as a function of AN energy for different BOR values, Ej,/No =
15dB

IV. SIMULATION RESULTS

A 256-subcarrier SISO OFDM system is considered. Bob
and Eve channels are assumed to be uncorrelated. Each subcar-
rier is Rayleigh distributed and there is no correlation between
subcarriers. The overall channel energies are normalized to
unity for each channel realization. Bob’s CSI is assumed to be
perfectly known at Alice. Bob and Eve have the same level of
noise. The number of expansion terms of the modified Bessel
function is set to D = 20 for which convergence has been
observed. Simulations with 100 channel realizations and 300
OFDM blocks were performed using a 4-QAM modulation
scheme.

A. Decoding results

Fig. 3 and 4 show the system performance in terms of BER
obtained after ZF equalization at Bob and Eve. In Fig. 3, the
BER is plotted as a function of E, /Ny, where Ej, is the energy
per bit, calculated after spreading, and Ny is the noise power
spectral density. Different levels of AN energy are investigated
at fixed BOR. It can be observed that, as soon as a small
amount of radiated energy is dedicated to AN, e.g., 5%, Eve’s
BER strongly increases. At the intended position, the BER also
increases but much slower. The reason is that the higher the
percentage of energy dedicated to AN, the lower the received
useful signal power at Bob. In Fig. 4, the BER is plotted as
a function of the AN energy, at fixed E,/Ny = 15 dB and
different BOR values. At the unintended position, the BER
naturally increases with the amount of injected AN, whatever
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Fig. 5. Secrecy Rate as a function of the AN energy for different BOR values,
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the BOR value. At Bob, low BER values can be maintained for
high AN power by increasing the BOR, as anticipated from
Section II-A. One can notice that, when o« — 0, the BER
curves all converge to 0.5, as expected.

B. Secrecy results

Fig. 5 shows the SR evolution as a function of « for different

BOR values. First, it can be seen that analytic curves, given by
(28), approximate well the simulation curves. Eq. (28) remains
a tight upper bound for all scenarios but U = 2. As anticipated
in section III-A2, this is because of the correlation introduced
in W which is large for small BOR values and which was
neglected in the derivation of (28). In addition, the SR obtained
with the classical FD TR SISO OFDM system presented in
Section II-A, i.e., no AN signal, is enhanced with the addition
of AN except for very high percentages of AN. Furthermore,
the SR increases when the BOR becomes higher because the
TR gain becomes larger at Bob for higher BOR values but not
at Eve. No more secrecy is obtained when o — 0, since the
SINR’s at Bob and Eve drop to zero.
Fig. 6 illustrates the values of o, given by (30) that maximize
the SR determined from the closed-form approximation (28),
as well as obtained from the numerical simulations. The
analytic estimation of the optimal amount of AN energy is
not perfect but, the resulting simulated SR is very close to the
maximal SR. The reason can be observed in Fig. 5 where the
SR varies very slowly about its maximum when « changes. So,
for a given BOR value, Alice can make a rough determination
of apt and therefore the available SR, if Ey /Ny is known.

V. CONCLUSION

In this paper, the problem of securing the FD TR SISO
OFDM wireless transmission from a transmitter to a legit-
imate receiver in the presence of a passive eavesdropper
is considered. A novel and original approach based on the
addition of an AN signal onto OFDM blocks that improves the
PLS is proposed. This approach can be easily integrated into
existing standards based on OFDM. It only requires a single
transmit antenna and is therefore well suited for devices with
limited capabilities. Analytic and simulation results show that
the novel approach significantly improves the security of the

& Analytic

i
-6~ Analytic
imulati

Hz)

Sf energy dedicated for AN (%)

Max of secrecy rate (bit

2 4 3 16 32
BOR

Optimal percentag

Fig. 6. Optimal AN energy to inject and maximal Secrecy Rate for different
BOR values, E,/Nog = 20 dB

communication and so considerably jeopardizes any attempt
of an eavesdropper to retrieve the data.
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